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BRING YOUR OWN DEVICE POLICY


INTRODUCTION
 operates a Bring Your Own Device (BYOD) scheme.  This allows employees the privilege of purchasing and using smartphones, laptops and/or tablets of their choosing at work for their convenience.   

This policy outlines the terms and conditions in order for employees to participate in the scheme and the requirements to connect their devices to the network.
JOINING THE BYOD SCHEME
Employees joining the BYOD scheme will be required to sign a form that acknowledges their understanding of the following requirements: 
YOUR DEVICE
· Employees are required to purchase a device that has the capacity and performance capabilities to meet the requirements of their role in the organisation.  As a minimum, it must be able to connect to wireless networks, be capable of running  business applications and be able to connect to all standard printers.
· Your device may run Windows or Apple operating Systems so long as software can operate on these operating systems.  
· It is the responsibility of the individual to ensure their device has appropriate IT security settings in place, including anti-malware and a firewall activated to minimise the risk of a security breach. 
· The employee accepts responsibility for insuring the device is covered by their own contents insurance, and all risk for loss and/or damage rests with the employee whether the device is being used at or away from on the office on business. 
· All hardware maintenance, support and repairs are the responsibility of the employee and must be paid by the employee directly.  
· If the device becomes unavailable/unusable due to hardware failure or any other issue that prevents the device from being operational, it is the responsibility of the employee to find a suitable replacement as soon as possible so as not to incur downtime. 
will provide:  
· An external monitor, mouse and keyboard for use in the office.
· Software that is necessary for your role at .  Access to software will be removed when an employee finishes their employment at .
· Access to a storage location for data.  This is to be used for all documents, reports and information.  Local file storage is not to be used.  
· Technical support to remedy software issues on software provided by and also set up of the device to access services (e.g. configuring email access, browser set up and printer set up).
Smart Phones (Optional)
· will supply employees with a mobile phone on a contracted plan through a provider chosen by . 
· These business plans come with a rebate towards a phone and a staff member will be able to choose one of the phones offered through the rebate.  
· Employees may choose to upgrade the phone at their own cost.
· When the contracted plan comes up for renewal, and if there is a hardware rebate offered by the mobile service provider at the time of re-signing, employees will have the opportunity to upgrade their phones under the same terms noted above.
· Should an employee choose to supply their own mobile phone there is no BYOD reimbursement to cover this.
CORRECT APPROPRIATE USE
· All employees are reminded of the  Acceptable Use (or Cyber Safety or Security) Policy.  This policy applies to BYOD devices when be used for  business and accessing networks.  
REIMBURSEMENT
· Laptops/Tablets
  will pay  per month to each employee as a reimbursement for them using their own device. This amount will be paid tax free to each employee through the payroll as an expense reimbursement.  Employees may replace their device at any time. However, the device must be fully functional and able to meet the business requirements at all times. 
· The monthly reimbursement will be paid until the employee ceases employment with   



RISK/LIABILITY/DISCLAIMER
· It is the employee’s responsibility to backup local and personal data.  
· reserves the right to disconnect devices or disable services without notification.
· Lost or stolen devices must be reported to within 24 hours. Employees are responsible for notifying their mobile carrier immediately upon loss of a mobile phone.
· The employee is personally liable for all hardware and insurance costs associated with his or her device.
· The employee assumes full liability for risks including, but not limited to, the partial or complete loss of and personal data due to an operating system crash, errors, bugs, viruses, malware and/or other software or hardware failures, or programming errors that render the device unusable.
EMPLOYEE ACCEPTANCE
[bookmark: _GoBack]By signing this acceptance form, I confirm that I have read and understand the details outlined in the BYOD Policy and failure to comply may result in the privilege of being able to use my own device at  being removed.

I agree to follow all terms and conditions outlined in this document. 
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