School Cyber Security – Board Governance Question Sheet

Purpose
Most New Zealand schools already have a formal cyber security policy in place.  This question sheet complements those policies by providing boards with assurance that cyber security risks are understood and managed in practice.  School leadership or management should complete the school response section and provide this document to the board for discussion.

Board note: If any question cannot be answered confidently, this is a signal for further work — not a failure.
	Q#
	Board Question
	Model Example Response (for guidance and DELETE as needed) 
	School Response
(School to add response) 

	1
	What are our most likely cyber risk scenarios, and what would the impact be?
	Our most likely cyber risks are phishing and account compromise, ransomware or system outages, and third-party supplier breaches. Impacts could include disruption to learning and communications, temporary loss of system access, exposure of personal information, and reputational damage. These risks are recorded in the school risk register and reviewed annually.
	

	2
	Do staff and administrators use strong authentication, such as multi-factor authentication (MFA)?
	Yes. Multi-factor authentication is enforced for email, cloud services, and all administrative or privileged accounts. Staff are supported with guidance on strong passwords and phishing awareness.
	

	3
	Are backups in place, tested, and recoverable within an acceptable timeframe?
	Yes. Critical systems and data are backed up regularly, stored securely, and tested periodically. Recovery timeframes are defined and align with the school’s tolerance for disruption.
	

	4
	Do we have a clear incident response plan for the first 24–48 hours?
	Yes. The school has a documented incident response plan covering detection, containment, communication, escalation, and recovery. Privacy breach assessment and notification obligations are included, with clear roles and responsibilities.
	

	5
	How do we assess and select digital vendors that handle school data?
	Vendors are assessed based on privacy practices, security controls, data hosting arrangements, and alignment with education-sector standards. Contracts include privacy and security expectations.
	

	6
	What independent assurance do we rely on when evaluating suppliers?
	Preferred suppliers have either completed Safer Technologies 4 Schools (ST4S) assessment or are signatories to the Aotearoa EdTech Data Privacy Pledge. These provide independent or sector-based assurance beyond vendor self-attestation.
	



Board expectation
Digital service providers that handle school data should either have completed Safer Technologies 4 Schools (ST4S) assessment or be signatories to the Aotearoa EdTech Data Privacy Pledge, with evidence available on request.
· ST4S reference:   Aus:  https://st4s.edu.au/,    NZ:  https://www.education.govt.nz/suppliers-and-providers/administration/digital-technology/safer-technologies-schools-information-suppliers
· EdTech Privacy Pledge:  https://edtechnz.org.nz/the-aotearoa-edtech-data-privacy-pledge-your-gateway-to-st4s/
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